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In today's #vatniksoup, I'll talk about a phenomenon called
information laundering. It refers to an activity where false or
deceitful information is legimitised through a network of
intermediaries, such as fake news blogs and/or social media
networks.
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When for example the Kremlin wants to spread a narrative, they spread it through various

channels to legitimatize it. As basically no one trusts the Russian TASS anymore, Russian

propagandists must get creative and use various backchannels to legimitise the

information...
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...in order to inject into the mainstream. To do this, they'll have to "pass the information"

around some other news outlets, preferably that the people (at least some) trusts. The

groundwork for these outlets has been created a long time ago - for example a well-known...
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news articles have or closely publication times

J5|  structural similarity: news articles are either identical or contain similarly distributed information

e,

Authorship: suspicious articles were written by the same author

Reference: an article published by one suspect media outlet cites or includes hyperlinks to another n
suspect sources the previous one .

Recurrence: a suspect media outlet repeatedly shares news articles from other outlets previously
identified as disreputable within a short timeframe (e.g. Sputnik > News-Front)

Figure 2. Indicators of connection between laundered news items

=

Automated translation: Articles are translated using machine translation services; these often
contain grammatical errors and/or incoherent sentences.

Deceitful translation: Articles are translated imprecisely, excluding pertinent information or
incorporating targeted messages in order to modify or spin the content, context, or meaning of the
original text

Disinformation: An article includes false or fabricated information meant to mislead or deceive a
target audience.

Misappropriation: Factual data, contexts, or connections are used strategically to mislead audiences;
this may include incorporating unrelated information to frame a topic or event so s to align the
message with the aims of a HIIC; providing references that do not contain the alleged information;
framing real information in a fabricated context; using headlines, pictures, or other elements
unrelated to the content to support the messages promoted by the HIIC.

Misleading headline: Biased or misleading ‘click-bait headlines are used to attract readers’ interest;
these may be ambiguous and sensationalised, but not necessarily false.

Potemkin Villages: Articles are created by a network of deceptive, illegitimate, ‘fact-producing’
platforms that endorse each other o create the appearance of truth and to build credibility to mislead
target audiences. Potemkin villages attempt to hoodwink audiences into believing disinformation by
leveraging the bandwagon fallacy; they directly contribute to source magnification.

Smurfing: Various accounts or websites controlled by the same actor (as opposed to a Potemkin

> village network of actors) to disseminate information that is difficult to attribute and thus difficult to

debunk. Smurfing also contributes to source magnification

Woozle effect Fabricated or misleading citations are included repeatedy in laundered news items to
seemingly provide evidence of their veracity.

igure 1. Information Laundering techniques
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...conspiracy theory website, Veteran's Today, was established already back in 2003, and the

pro-Kremlin financial blog and "news aggregator" Zero Hedge was launched in 2009. Some

of these may have even started as a legitimate info sources, but at some point they...
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Before We Send Any More Money To Ukraine - Can We Find Out
Where The Rest 0f Our Cash Went?

As, BY TYLER DURDEN

ed by Sam Faddis via AN

MONDAY, AP 1, 2073062 PH

Back during the days of the Soviet invasion of Afghanistan, we gave our allies, the mujaheddin, a
whole bunch of man-portable ground-to-air missiles called Stingers. They used them to great
effect against the Russians.

They also sold a bunch of them on the black market. We then spent a great deal of time wandering
all over the world, making deals with black-market arms dealers and buying back our own missiles so
they would not be used to shoot down commercal airliners by terrorist groups. Needless to say, we
paid top dollar to get the missiles back

This is the way the world works. If you pass out money and weapons to people around the world
You don't always know in advance the ramifications. You can guarantee, however, that along the way
‘some folks with less than honorable intentions willine their own pockets.

...turned into information laundering platforms. Also, many of the Facebook groups that

were later exposed to be troll farms were established already around 2013.

Troll farms reached 140 million Americans a month on Facebook befor...

“This is not normal. This is not healthy.”
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Like money launderers who use shell companies, info launderers rely on certain social media
accounts or fake news blogs that can then mask the original source and its intent.
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Information Laundering

1) Rey Terms

The posting of misleading Shell account: A bot, troll, or cyborg
information on a website or account created for the express purpose of
social media account posting disinformation anonymously or

pseudonymously

Shelf account: A variant of a shell account
that includes a fabricated user history in
order to create an illusion of authenticity

Informational smurfing: The use of
multiple accounts to place the same or
similar information in a fashion that is
difficult to attribute and effectively debunk

5 Cascading Citations: The repetition of
Layerlng disinformation by a large volume of
sources in order to distance the

The spread of disinformation information from its original source

from its point of origin to
more credible sources Intermediaries: The use of seemingly

unaffiliated websites/ social media
accounts to both amplify and lend
credibility to disinformation

5 Influence: Occurs when disinformation
Integratlon becomes incorporated into trusted
conversations and becomes
The point at which indistinguishable from credible information
disinformation is adopted by
credible news sources or widely
disseminated by real users on

social media platforms

<
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Social media can also help with the legitimisation process, as people often perceive stories
that are liked and shared as something important. In addition, a study has shown that fake

news tends to spread much, much faster than factual news.
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Troll farms can also be used to spread these messages even faster,and since Elon's takeover,
these farms have regained their power to spread disinfo on Twitter.Both Russia & the CCP
also use diplomat and embassy accounts actively to spread disinformation and false

narratives.8/20
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" Russia government organization
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No, it's the indeed pregnant ™®beauty blogger
Marianna Podgurskaya. She actually played roles of
both pregnant women on the photos. And first photos
were actually taken by famous propagandist
photographer Evgeniy Maloletka, rather than rescuers
and witnesses as one would expect.

1:42 PM - Mar 10, 2022 - Twitter Web App

Social media platforms can also be the original source which is then spread throughout the
fake news blogs. For example photoshopped images (Ukrainians with Nazi flags, doctored

documents, etc.) or old videos with wrong context often start spreading on social media, ...
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A viral video claiming to show damage in a Chicago store in recent days

2 z 5 . = Pro-Kremlin and conspiracist accounts are back with another viral video
has miseld many, including Twitter chief Elon Musk.

to claim the war in Ukraine is "fake" or "staged".

The video is not recent. It's from June 2020 and shows damage at a The clip is from a video report on the making of a short film about the
Walmart in Kenwood, Chicago, during George Floyd protests.
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...after which the fake news blogs publish articles on them, hoping for the mainstream to take
the bait.

The goal with all this is to "layer" the disinformation so, that it spreads from its point of

origin to more credible sources.
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Placement Layering Integration

Information from its original ] The false or misleading
source is distorted by applying app / information resulted from the

the first technique(s), inte application of IL techniques is
intentionally or accidentally, in e to accepted by legitimate media
preparation for the layering eminate the outlets and/or social media
process. information. users, and enters into the

public discourse.

Figure 3. Phases of Information Laundering

This credibility can then be increased with reposts, likes and shares on social media. For
example, the hacked Podesta e-mails in 2016 were spread through various middle-men,

including WikiLeaks. These seemingly authentic platforms provided credibility and the ...
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...hack-and-leak operation wasn't immediately identified as a Russian intelligence operation.
The illusion of legitimacy of fake news blogs and/or individual "journalists" can also be

increased by awards and nominations. One example of this is the "Serena Shim Award for...
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...Uncompromised Integrity in Journalism", that's been awarded to totalitarian regime
bootlickers like Max Blumenthal, Aaron Maté and Jackson "Z" Hinkle.

Both Russia and China also like to use Western public figures to propagate their agenda and
strengthen it in their own..13/20
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...news outlets. Outlets like TASS and Global Times often interview MEP's like Clare Daly,
Mick Wallace or Maximillian Krah to promote their ideology, for example in case of genocide

denial in Xinjiang or in Ukraine.
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OPINION / VIEWPOINT

Dublin MEP dismisses China's Uyghur genocide EU is defining its position between

accusations because her hosts —the Chinese Communist Party (CCP) . 3 .
cult (who organised and paid for her trip with )—told her neutrahty and becommg anUS ally' MEP

so | JOE is the voice of Irish people at home Maximilian Krah

By Global Times

Dublin MEP Clare Daly dismisses China's Uyghur genocide accusations | JOE.ie

One example of relatively successful information laundering was the "secret bioweapons labs
in Ukraine" hoax. The bioweapons lab theory (re-)surfaced on the same day when Russia

started its invasion in Ukraine, and it was initially suggested by QAnon podcast host Jacob...
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..."RedPill78" Creech from the US. He claimed that the Russians only bombed the locations
of these bioweapons labs, and that this was the reason for the invasion. Three days later the

story was tweeted out by the Russian Embassy in Bosnia and Herzegovina and from there...
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...it quickly spread to fake news blogs and eventually to the mainstream media. It was even
discussed on Tucker Carlson on many occasions and Russia's UN Ambassador Vassily

Nebenzia repeated the allegations.
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United Nations Not Aware of Any Biological Weapons
Programmes in Ukraine, Senior Disarmament Affairs Official
Tells Security Council

Delegate Says Actions by Russian Federation Risk Undermining Essential
Multilateral Disarmament, Non-proliferation Instruments

Speakers in the Security Council warned today against using disarmament and non-proliferation instruments
to undermine multilateral cooperation, as the Russian Federation accused Ukraine and the United States of
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But information laundering isn't limited just to news blogs - it is often used in academia, too.
The information laundered through these "scientific journals" is often outright propaganda
camouflaged as research. Especially Alexander Dugin has been active in establishing...
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...credibility for pro-Kremlin narratives in academia. Once published, these propaganda
pieces can be used to counter publications of Western academia (which to be fair, can also be
straight up propaganda).
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To conclude: information laundering is relatively effective method of injecting

disinformation and propaganda into the mainstream, and it's yet another form of hybrid

warfare in which Russia and China have been forerunners for a good decade.

BTW, do follow @Shayan86!
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In today's #vatniksoup and another edition of "You
pronounced this nonsense, not me", I'll go through some
of the most common pro-Russian claims and tropes. |
have discussed these in previous soups, but | feel like this
type of general collection would be a helpful resource.
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In today's #vatnik soup, I'll continue discussing about info
ops, disinfo & propaganda. Today's focus will be on troll
farms and "useful idiots".

As usual, I'll focus on Russia and its activities because of
its topicality and the previous research available.
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Pekka Kallioniemi ,
_ @P_Kallioniemi - Follow
In today's #vatnik soup, I'll talk about Russiagate and the
Russian interference in the 2016 US elections. Twitter Files
by @mtaibbi and The Grayzone blogger @aaronjmate

have often suggested that the Russians had no effect on
the election, which simply isn't true.
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WANTED

BY THE FBI

CONSPIRACY TO COMMIT AN OFFENSE AGAINST THE UNITED STATES; FALSE
REGISTRATION OF A DOMAIN NAME; AGGRAVATED IDENTITY THEFT; CONSPIRACY
TO COMMIT MONEY LAUNDERING

RUSSIAN INTERFERENCE IN 2016 U.S. ELECTIONS

DETAILS

On July 13, 2018, a federal grand jury sitting in the District of Columbia retumed an indictment against 12
Russian military intelligence officers for their alleged roles in interfering with the 2016 United States (U.5.)
elections. The indictment charges 11 defendants, Boris Alekseyevich Antonov, Dmitriy Sergeyevich Badin,
Nikolay Yuryevich Kozachek, Aleksey Viktorovich Lukashey, Artem yev ¥ s Sergey

g , Aleksand ch Osadchuk, Aleksey h Ivan Sergeyevi
Pavel Vyacheslavovich Yershov, and Viktor Borisovich Metyksho, with a computer hacking conspiracy involving
gaining u access into the ¢ of U.S. persons and entities involved in the 2016 U.5.
presidential election, stealing documents from those computers, and staging releases of the stolen documents to
interfere with the 2016 U.S. presidential election. The indictment also charges these defendants with aggravated
identity theft. false reaistration of a domain name. and cnnsniracy tn commit money lannderina. Twn defendants

11:53 AM - Jan 24, 2023 ®

@ 15K @ Reply (2 Copy link

Read 57 replies
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In today's #vatnik soup I'll continue talking about troll
farms and social media manipulation, extending the topic
to other social media platforms, too.

Our social media space is constantly manipulated by paid
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actors whose goal Is to control the online narratives.
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