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In today's #vatniksoup, I'll be talking about the Russian style of
online propaganda and disinformation, "Firehose of
Falsehood". It's a commonly used Kremlin strategy for Russian
information operations, which often prioritizes quantity over
quality.
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The Firehose of Falsehood: the Russian style of
propaganda for an age of information abundance.

High volume and multi-channel approach

Shameless in its willingness to broadcast lies

No commitment to, or requirement for consistency
Rapid, continuous and repetitive messaging

Point is not to persuade but to confuse and overwhelm
Assumes a low trust environment and lowers it further
Number of arguments matters more than their quality
Drown out competing messages through sheer volume
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I have mentioned this particular strategy in many of my previous soups, but have never

discussed it in more detail, so here goes. The term was originally coined by Paul & Matthews

in their 2016 paper, The Russian "Firehose of Falsehood" Propaganda Model.
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The Russian "Firehose of Falsehood" =
Propaganda Model
Why It Might Work and Options to Counter It

by Christopher Paul, Miriam Matthews
Related Topics: Information Operations, The Internet, North Atlantic Treaty Organization,
Russia, United States
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They based this name on two distinctive features: 1) high volume, multi-channel approach,

and 2) shameless willingness to spread disinformation.

Academic Giorgio Bertolin described Russian disinformation as entertaining, confusing and

overwhelming.
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The high volume, multi-channel approach means that these operatives attempt to control the
narrative on each major social media platform. Russia has conducted, and is conducting,
these operations on Facebook, Twitter, TikTok, Telegram, VKontakte, YouTube, and even on
Tinder.
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Russian spies use Tinder to recruit German
politicians and military

Russian 'smash-and-grab' social media
April 16, 2023, 0140 PM. 575 s @ O O O

operation on Facebook and Instagram

attempting to influence Ukraine war -
Meta report

Many fake accounts pushing Russian views on the invasion have been blocked, while
Meta has also limited the reach of state controlled media. Independent researchers
welcome the changes but say disinformation from othe "

uncheck

Dating app Tinder is widely used by Russian intelligence for spying and
recruiting politicians and military in Germany, German newspaper Welt am
Sonntag reported on April 15.

The volume of these operations shouldn't be underestimated: already back in 2015, more
than 1000 paid trolls worked at Yevgeny Prigozhin's Internet Research Agency (IRA), the
most well-known troll farm in Russia, and each commentator had a daily quota of 100
comments.
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A short time later, it began advertising for staff on a headhunting site (hh.ru). One post
looking for a copywriter says the Job involves “writing diverse texts for the Internet and
content for social networks.” The posting offered a salary of 30,000 rubles a month

(then a little over $500) and said experience was unnecessary. Recruits would work
RELATED ARTICLE with a team of “young and enthusiastic colleagues” in “a comfortable and stylish
Yahoo: Russian trolls office,” according to the posting.

watched 'House of Cards' to
lsarn about US politics That's not how Ludmila Savchuk remembers IRA, where she worked for two months in

2015. She told GNN a card system restricted access to other floors and employees
were always under camera surveillance.

“Employees are not really allowed to talk to each other,” she said.

Savchuk says she estimates that now “there are about 1,000 people working at Savushkina Street. And this is Just
one building.” She believes other employees work remotely.

Another former employee, interviewed anonymously by the independent Russian TV network RAIN this week, said:
“There was a goal - to influence opinions, to lead to a discussion. ... There was a strategy document. It was
necessary to know all the main problems of the United States of America. Tax problems, the problem of gays, sexual
minorities, weapons.”

The former employee said the mission was to “get into the dispute yourself to fire it up, try to rock the boat.” He
gave an example: “It was necessary to write that sodomy is a sin. This would always get you a couple of dozen
likes."

He said IRA made its employees watch the US TV series "House of Cards” to improve their English.

Not unlike the fictional White House of Frank Underwood, Savchuk says, “The atmosphere there reminded me of
some anti-utopian Gulag.”
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These numbers have probably gone up a LOT since then, and many more countries are using

troll farms to conduct political campaigns or to spread propaganda.

One of the most famous case of social manipulation was the social media influencing around

the Khashoggi murder.
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We also identified a long list of international actors apparenily benefiting
from the publicity generated by the same manipulation providers.

Head of a Saudi government agency (Twitter)

Advisor to the Saudi Royal Court (Twitter).

A Lebanese journalist (Twitter)

A number of accounts associated with the National Council of Resistance
of Iran (Twitter)

A prominent Venezuelan politician (Twitter).

Various accounts from public figures in Indonesia, Egypt, Brazil (Twitter).
A member of the Verkhovna Rada of Ukraine (TikTok).

A Turkish mayor (YouTube).

A Ukrainian deputy mayor (YouTube).

An Indian computer science professor (YouTube).

A member of the Hong Kong Legislative Council (YouTube)

A Nigerian firebrand pastor (YouTube).

One dentist, a health guru, a number of medical clinics (YouTube).

The director of a Ukrainian pet food business (Facebook).

A former Ukrainian president (Facebook).

A former Ukrainian government minister (Facebook).

A member of the Italian senate (Facebook).

MEDITERRANEAN POLITICS
2021, VOL. 26, NO. 2, 247-259 %{ Routled_ge
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M) Check for updates

Framing a murder: Twitter influencers and the Jamal
Khashoggi incident

Alexei Abrahams* and Andrew Leber®

30pen Technology Fund Research Fellow at Citizen Lab, Munk School of Global Affairs and
Public Policy, University of Toronto, Toronto, Canada; *Department of Government, Harvard
University, Cambridge, MA, USA

ABSTRACT

Social media have played a significant role in political discourse across the
Mediterranean in recent years. In this research note, we showcase the usefulness
of social media data for political analysis by focusing on the main Arabic Twitter
hashtag ing the ination of Jamal i in Istanbul, October 2018,
We collect a sample of almost 2.4 million tweets posted by nearly 370,000 Twitter
accounts. We show that just 281 accounts drove 80% of the discourse, and that
these accounts can be reliably clustered into separate ideological camps repre-
senting different social forces of Egyptian, Turkish, European, and Gulf origin,
arrayed against or in support of Saudi Arabia’s regional agenda.

KEYWORDS Social media; Polarization; Community Detection; Process Tracing; Mixed Methods

These trolls would work in shifts, and the work goes on daily around the clock. A better

description of these sweatshops would be troll factories, since they have turned trolling into

an assembly line of propaganda and disinformation.
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The high volume is accompanied with the willingness to spread disinformation. Russia often
utilizes the "throwing shit at the wall to see what sticks" strategy, pushing out hundreds of

contradicting and false narratives, only to see if some of them starts gaining traction.
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Novel Military Tool: Russia Issued a Statement
about Research of “Combat Insects” and
“Combat Bats” in Ukraine that Allegedly Will Be
Used against Invaders (Video)
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Some examples of forgotten narratives include Zelenskyy leaving Kyiv after the invasion
started, secret NATO base in Mariupol, Poles trying to blow up a chlorine tank, birds as
bioweapons, combat mosquitos, the use of dirty bomb, and Ukrainian Satan worshipping.
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Troll farms also often "borrow" ideas and narratives from conspiracy theorists. One example
of this was the "bioweapons lab" theory started by a QAnon follower, Jacob Creech. The
narrative was spread, along with the Kremlin,by people like Tucker Carlson and Steve

Bannon.
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How a QAnon conspiracy theory about Ukraine
bioweapons became mainstream disinformation

1) HOLY SHIT! | think | may be onto
something about

f ¥ = (& lin

It started as a fringe belief. Now it's an official stated reason for Russia’s invasion

(D Justin Ling - for CBC News - Posted: Apr 10, 2022 4:00 AM EDT | Last Updated: April 13, 2022

Zelensky said the Russians are firing
at “military installations”. How broad
is that term?

INFECTIOUS AREA
r AUTHORIZED
PERSONNEL
ONLY

| am seeing speculation that could
include US installed biolabs.

BIOHAZARD

At first | was like no way.

Then | started digging.

RUSSIAN FEDERATION

r RO M
i UKRAINE
° RUSSIAN

FEDERATION]

Clandestine @ 7h
R 5) DO YOU ALL KNOW WHAT THIS

MEANS?!

China and Russia indirectly (and correctly)
blamed the US for the C19 outbreak, and

are fearful that the US/allies have more
viruses (bioweapons) to let out.

THIS IS MASSIVE. Yet I’'m disturbed that |
had didn’t known about this 4 months ago.
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There is also no commitment to any kind of consistency and these narratives can naturally be
contradictory - as I mentioned, the goal is not to persuade but to confuse and overwhelm.
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Alot of the "argumentation” from these trolls focuses on anecdotal evidence or faked
sources. A good example of this are the "Ukrainian Nazis" replies that flood the discussion
with anecdotal image collages of Ukrainians waving Nazi flags or having Nazi tattoos.
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World Business Markets Breakingviews Video More

REUTERS FACT CHECK  JUME 30. 2022 / 8:53 PM / UFDATED 10 MONTHS AGD

Fact Check-Photo of man with Nazi tattoos
does not show Ukrainian prisoner of war

By Reuters Fact Check 3 MIN READ f W

An image of a military officer examining a young man with Nazi tattoos has
been shared online in June 2022 with a message falsely saying it shows a
Ukrainian prisoner of war in Donetsk, Ukraine. The photograph was taken in
Belarus in June 2005.

Users shared screenshots of a now-deleted tweet that read: “Another laotian
buddhist monk - ukrop Pow is being treated in Donetsk.”

Examples of the claim shared online can be viewed (here), (here), (here), and
(here).

The image is not recent, however, nor was it taken in Ukraine.

A reverse image search reveals that the image is viewable on Getty Images,
captioned: “MOGILYEV, BELARUS: A Belarus prison doctor examines a
prisoner covered with Nazi tattoos at the 15th prison in the town of Mogilyev,
some 200 kms from Minsk, 22 June 2005. Some 4000 prisoners were released
according to the amnesty granted for the 60th anniversary of the end of WWII
and some 5,000 will be released within one year. AFP PHOTO | VIKTOR
DRACHEV (here).
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The firehose also often utilizes non-sourced and out-of-context materials. Using (fake)
imagery is an effective way to invoke strong reactions and emotions. Sometimes Russia
produces false flag videos, but have done them less after various videos were geolocated to

Russia.
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Russia’s latest dubious evidence of Nazis was unmasked as a clumsy fake by one of the propaganda outlets that first spread it.
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This strategy works extremely well in so-called low trust environments, meaning countries or
societies where the trust against politicians, journalists and authorities is relatively low.
Naturally, the effective use of this method degrades this trust even further.
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The sheer number of messages and comments drown out any competing arguments or
viewpoints, and this also often makes any kind of fact-checking obsolete - after the

information has been debunked, the topic has already changed many, many times.
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And this is exactly why # NAFO has been so efficient against this particular strategy: it

counters the strategy with similar measures. High volume, nonsensical replies from

braindead cartoon dogs...
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. Ukraine Memes for NATO Teens @LivFaustDi... - Jun 19, 2022 y
Replying to @Amb_Ulyanov
You: "we have to bomb all of Ukraine's civilians because Ukraine
was fighting an internal war and some civilians got shelled"

“Mikhail Ulyanov &
@Amb_Ulyanov - Follow
[ Russia government official

You pronounced this nonsense. Not me.
7:42 PM - Jun 19, 2022 @

...shuts down the firehose of falsehood extremely well, and as a bonus ridicules the main

sources of pro-Russian narratives, including the country's ex-president, the embassy and

diplomat accounts.
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Dmitry Polyanskiy i &

Kiev regime doesn’t care about any beliefs, be it Hindu, Muslim or
Christian Orthodox. It’s soldiers burn Koran, mock Kali, destroy
Orthodox sacred places. The only ideology they worship is Nazism -
Nationalist slogan says Ukraine is above everything/iber alles!

@ RTIndia
Ukraine Faces Backlash for Tweet Allegedly Depicting Hindu Goddess Kali
Above Blast Smoke

The now-deleted tweet sparked outrage online with several users calling the
image disrespectful and "Hinduphobic™.

The Ukrainian defence ministry has yet to respond to the controversy.

i Exa Defense of Ukraine &
L4 ©@DefenceU
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Like with most production, propaganda has been outsourced to cheaper sources. These days
many of these troll farms have been moved from places like Russia and Macedonia into

various African countries, including Nigeria and Ghana.

18/23

& comments Seen by 27

DESCRIPTION

Inside a Russian troll factory in Ghana

==

Working with researchers from Clemson University, CNN has found a Russian troll operation targeting American
voters and, for the first time, we have confronted the people on the ground behind it -- and it's not where you might
expect. With help from Facebook and Twitter, who had already been investigating some of these accounts and who
corroborated our findings - this is a never-before seen look at how Russia is once again trying to influence America's
democracy. CNN's Clarissa Ward reports.

07.30 - Source: CNN

China has utilized the firehose in their own propaganda, and their most famous troll farm is
the 50 Cent Army. The biggest difference between Russian and Chinese operations was that
the Chinese focused on national networks,mostly neglecting the online world outside of
China.19/23
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“The basic methods of hacking public opinion are fairly simple, DiResta explained. Fake
‘accounts generale content and spam it out on social media to ampliy the message. If
enough real people pick up and the posts go viral the mainstream media kicks in and
ampifies the desired message st further.

In Russia's case, it sprea d faks
attempt to turn Americans against each other, sour civil society, sow doubt, and create
distractions, leaving people unsure of what's really going on. This worked. In China's
case, it ried to make people like China. This didn't work.
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Russia also focuses more on bashing and blaming others, whereas China focuses on praising
the CCP. After realizing the success of Russia in their info ops, though, China has also started

using more aggressive strategies against their rivals, especially against the US.
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Meet the Chinese Trolls

Pumping Out 488 Million Fake
Social Media Posts

New research exposes a “massive secretive operation” to fill China's internet with
propaganda.

By David Wertime
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Based on BBC, Russian and Chinese propaganda accounts are "thriving" on Twitter after
(@elonmusk sacked the team that was countering them. Allegedly the current system relies

fully on automated detection systems.
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Twitter staff cuts leave Russian trolls
unchecked

© 14 April

Social media regulation debate
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@DarrenLinvill, an associate professor from Clemson University said that one of these

networks appears to originate from IRA. They have also identified troll farm from the

opposite camp, with tweets supporting Ukraine and Alexei Navalny.
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Now, a new group of Russian trolls is active on Twitter.

It supports Putin's war in Ukraine, ridicules Kyiv and the West, and attacks
independent Russian-language publications, including the BBC Russian
Service. Many of these trolls' accounts have been suspended, but dozens are
still active.

Darren Linvill, associate professor at the Clemson University Media Forensics
Hub in South Carolina, says the network appears to originate from Prigozhin's
troll factory.

Mr Linvill and his colleagues have also discovered two similar Russian-
language troll networks, but from an opposite camp. One tweets in support of
Ukraine, and another promotes Russian opposition, including the jailed Putin
critic Alexey Navalny.

While they have all the markings of troll accounts, including random numbers
in the Twitter handles and coordinated behaviour, these networks appear to
remain undetected by the platform.

The Clemson University team is also tracking pro-Chinese accounts targeting
users in both Chinese and English about issues of importance to the Chinese
government.

With only a skeleton crew remaining, Twitter does not have resources to
swiftly detect, attribute and take down this foreign propaganda, according to
former employees.

While the platform also established partnerships with research institutions
that detected information operations, scholars say they have not heard
anything from Twitter since November.
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VIDEO: Ukraine Busts Alleged Russian Bot Farm
Using Thousands of SIM Cards
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Before Musk took over the site, Twitter was relatively effective in removing troll farm

accounts, but one can only assume that this is not the case anymore.

As is tradition, social media giants prioritize profits over safety.
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2020 2021
Facebook 96.53% 98.52%
Twitter 74.23% 83.43%
91.80% 96.01%
99.69% 84.77%
99.96%
YouTube 97.17% 92.38%
Table 2: Percentage of inauthentic activity remaining on the platforms after four weeks.
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Support me in creating daily vatnik soups! All donations will be spent on research
and production of vatnik soup or in the creation of web portal (vatniksoup.com)...
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Russian propaganda themes:

Pekka Kallioniemi ,
@P_Kallioniemi - Follow

In today's #vatnik soup I'll discuss Russia's disinformation
and propaganda campaigning in more detail, and go
through four of the main "big" themes around which most
of their propaganda is based on.
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Russia & Iran Are Facebook's
Top Sources Of Disinformation

Coordinated Inauthentic Behavior networks removed
by Facebook by country of origin (2017-2020)"

27
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* CIB - networks of coordinated fake activity and disinformation.
Source: Facebook
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Russian narratives:

Pekka Kallioniemi y
@P_Kallioniemi - Follow
In today's #vatniksoup and another edition of "You
pronounced this nonsense, not me", I'll go through some
of the most common pro-Russian claims and tropes. |

have discussed these in previous soups, but | feel like this

type of general collection would be a helpful resource.
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Social media manipulation:

Troll farms:

Pekka Kallioniemi ’
@P_Kallioniemi - Follow

In today's #vatnik soup I'll continue talking about troll
farms and social media manipulation, extending the topic
to other social media platforms, too.

Our social media space is constantly manipulated by paid
actors whose goal is to control the online narratives.
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In today's #vatnik soup, I'll continue discussing about info
ops, disinfo & propaganda. Today's focus will be on troll
farms and "useful idiots".

As usual, I'll focus on Russia and its activities because of
its topicality and the previous research available.
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