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In today's #vatnik soup I'll discuss different content types used
for disinformation and propaganda. Narratives can be made
much more powerful when the stories are supported by several
types of media. A simple example of this is a news story that is
complemented with images.
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Some medias are extremely simple to produce, whereas others require extensive skill set
ranging from video editing to highly sophisticated Al algorithms.

I'll introduce them briefly, starting with the simplest one.
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Short-form text: This could be a FB/IG post or a tweet without any additional context.
People often use excerpts from speeches that are taken out of context or just tell outright lies.

Fake tweets can also be factored with various online generators.
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Russian Mission in Geneva &
@mission_russian

Hillary Clinton's collapse on Saturday, prior
coughing fits & unusual facial & body
movements are best explained by:

[™ Russia government account

Inconsistencies with the “Bucha massacre” - Part 1

L) Allergles;& persnalty Bucha City Council Deputy stated on April 4 that the
Parkinsons bodies have been “lying on the city’s main street for a
) Ms month”

Head injury complications

Yet neither the mayor, nor ™ police, nor herself
Vote 5,194 votes + 23 hours | immediately reported on the atrocities upon arrival to
Bucha
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BREAKING : Bernie Sanders Facebook Post
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HILLARY CLINTON truthfeed.com/breaking- lll strongly prohibt hor@f innocent

berni ... #VoteGreen2016 #NoDAPL

t
- lives by the Ruygsia c@faries. The King
says Eswghi to intervene and handle
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13:19 - 2022/02/24 - Twitter for Android

8 Retweets 37 Quote Tweets 23 Likes

After Elon introduced the blue check mark there were (and still are) various fake and parody

accounts posting silly and not-so-silly tweets.
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Tesla @ g Tony Blair &
@TeslaReal by @MPTonyBlair
BREAKING: A second Tesla has hit the World Same tbh.
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I miss killing Iragis @
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:. “Ben Shapiro™ (Author of | Am A Parody Account)
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| waited until marriage, and you should too. In fact, I've
been married since 2008 and | am STILL waiting.
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Audio:Audio editing is a pretty straightforward procedure and can be done with free

editing apps such Audacity.I consider audio being the weakest medium for disinformation,

as people often lack the attention span to listen to long conversations without visual

information.
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Fake news articles: These articles have been a staple of disinfo scene since the early

2000s. Blogs such as InfoWars,Gateway Pundit,Natural News & Grayzone are so called

"super spreaders" of disinfo, and they are often the starting points for successful disinfo

campaings.
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MYSTERY: SANDY HOOK VICTIM DIES (AGAIN) IN PAKISTAN

Photo of child killed at Sandy Hook shows up at Pakistani
school shooting
Adan Salazar | Infowars.com - JANUARY 2, 2015 @ 2385 Commenis =

Joe Biden Gets Handsy with
Children, Tries to Lurein Little
Girl by Test Driving Bicycle at
Toys For Tots Event (VIDEO)

December 12, 2022,1255pm by Cristina Laila

Comment

Covid jab spike proteins cause lymphocytes
to “chew a hole in the aorta,’ warns Dr. Cole

This article may contain statements that reflect the opinion of the author
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Was bombing of Mariupol theater staged by
Ukrainian Azov extremists to trigger NATO
intervention?

A MAX BLUMENTHAL - MARCH 18, 2022

(v 0] =]

Testimony by evacuated Mariupol residents and warnings of a
false flag attack undermine the Ukrainian government’s claims
about a Russian bombing of a local theater sheltering civilians.
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Disinfo spreaders often claim columns and/or opinions as news and spread them as such.
After their publishing, fake news are then spread by troll farms and useful idiots which
makes the whole process seem organic:

Pekka Kallioniemi ,
@P_Kallioniemi - Follow

In today's #vatnik soup, I'll continue discussing about info
ops, disinfo & propaganda. Today's focus will be on troll
farms and "useful idiots".

As usual, I'll focus on Russia and its activities because of
its topicality and the previous research available.
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Photos:Photos can work on their own or they can be used to complement short-form text
or fake news articles. Photo editing can be extremely simple, like for example flipping the

image to appear different, or extremely complex, for example when detailed information
like...
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... swastikas or nazi flags are edited to the image. Debunking of fake images has been
ineffective,as these fakes are still making rounds years after they were debunked.

Another common tactic is to simply change the context of the image: ...
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... if it has Russian nazis, just claim that they are actually Ukrainian. Military photos from
Ukraine or Syria from 2014-2016 are often re-shared with a different context.

Here's a good article on different photo manipulation techniques:
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Six Fake News Techniques and Simple Tools to Vet Them
Portugués | 91<=TT | Pycckuii | Frangais Exposing fake or manipulated images is
quite possible with the proper tools and techniques. In this GIJN tutorial, six fraud

scenarios are explored, along with ...
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Friday, September 29, 2017 - 10:06

Ukrainian military shelled the village of Spartak on northern outskirts
of Donetsk in the morning, DPR representative to the Joint Center for
Control and Coordination (JCCC) Ruslan Yakubov states.

€€ At about 6 am from the positions of the Armed Forces of
Ukraine (AFU), Spartak was shelled. Fire was conducted with

tank-weapons,” said Ruslan. 9%
According to him, the enemy made over 20 shots.
Information on casualties is being specified.

DONi News Agency

NHP v AHP noTpebyioT oT Knesa rapanTuia GesonacHocTi
HaceneHuAa

Nyranckan v foHeukan HapogHas pecnyBnukm GyayT TpeGosats oT Knesa
"CTOMPOUEHTHLIX TaPaHTURA” Ge30NACHOCTM HACENEHIA, NOANTIYECKIX
MHCTUTYTOR M MHOPACTPYKTY Db, 33781 TN3Ba CaMONDPOBOZIAaLLEHHOA NHP
Wrope NAOTHWLKKA
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Videos: Fake videos are extremely powerful disinfo tool out there - based on a study by
Sundar et al. (2021) almost 60% of participants considered the fake video they saw to be real

and 80% would've shared it to their peers on social media.

https://doi.org/10.1093/jcmc/zmabo10
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https://doi.org/10.1093/jcmc/zmab010

At the beginning of the conflict, the information coming from the battlefields was scarce,
thus several attempts at producing fake videos were made. In March and April, several fake
videos from video games appeared online. The video below (with added audio) is one of
those.
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Twitter removed the last part:
In the near future, most videos will be produced with deepfake technologies. In deepfakes,
actors appearing in videos can be replaced with others. One example of this was the fake

video where Zelenskyy urged his countrymen to surrender.
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