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In today’s #vatniksoup, I'm going to outline the current situation in the West’s information

war against Russia & its allies. Currently,the West’s counter-disinformation measures are

severely underfunded,making it difficult to combat Russian influence operations effectively.
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ukrainische Fliichtlinge, mit der ,héllischen Tesla-
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A composite image of some of the fake social media posts generated as part of a disinformation campaign linked to the Moscow-based Social Design
Agency.

Europe today is repeating the same mistake in information warfare that it made in

conventional warfare: we are not dedicating enough resources to counter it. Just as Europe

was unprepared to fully support Ukraine and prepare for kinetic warfare against Russia,...
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as Ukraine war drags on, NATO official warns

@ L i By Brad Lendon, Radina Gigova, Fred Pleitgen and Kostyantin Gak, CNN
- WS’ © 4 minute read - Updated 8:57 AM EDT, Wed October 4, 2023

X =«

[ Video Ad Feedback

...we have been neglecting information warfare. Next year, Russia is reportedly set to spend
around 3 billion USD on its information operations domestically and abroad, with allies like

the CCP, Iran, and North Korea likely following suit.
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North Korea hackers trying to steal
nuclear secrets, US and UK warn
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In the EU, each country has its own funding for countering disinformation and foreign
influence operations, but these budgets are minuscule compared to what our adversaries

spend. The farther a country is from Russia, the more vulnerable it becomes to these

operations,...
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Russian Disinformation Targets the European Union
Publication: Eurasia Daily Monitor Volume: 21 Issue: 142
By: Sergey Sukhankin

October 2, 2024 05:35 PM Age: 2 weeks

Executive Summary:

Russia continues to conduct misinformation campaigns
against Europe. As its war in Ukraine continues and
CPOMATAHAR = Europeans become tired of the prolonged conflict,
YEMBAET fewer people will be engaged and thus more
susceptible to disinformation coming from Russia.
Russia’s current disinformation campaign revolves
around three key ideas: the spread of anti-Ukrainian
agendas, anti-EU themes and narratives, and the
glorification of Russia, its military-political leadership,
diplomacy, and economic “achievements.”
Ordinary people already see the problems within
European society that the European Union needs to solve, and it will only take a slight push from Russia to spur
discontent among vulnerable populations against their governments’ shortcomings.

(Source: Putnik, via Wikimedia Commons)

...and the less it tends to spend — a very troubling trend. For example, Russia continues to
carry out large-scale propaganda and “soft power” operations in Italy, and Spain's Vox party
was funded in part by a bank owned by Viktor Orban, a close Russian ally.
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For years, Italy has been an important partner of Russia in the EU and remains so
even now, staying one of the most liberal countries towards Russia. As of February
2022, about 500 Italian companies were permanently in Russia , 70 of which had
manufacturing facilities, 68 banks, and several law firms. A hundred of the top Italian
companies in Russia provided jobs for 34,000 people in Russia, generated $7.3 billion
in annual revenue, and had $6.8 billion in capital and $7.6 billion in assets, KSE
Institute reports. The most “dependent” on Russia, with a revenue share of more
than 10%, have been Italian companies operating in three industries: Engineering,
Food & Beverages, and Construction & Architecture.
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I recently attended the Disinfo 2024 conference, where much of the discussion centered on
the West’s successes in detecting Russian disinformation operations such as Doppelgénger.
Since then, many more campaigns and operations have been uncovered by authorities,...
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‘Doppelganger’: the pattern of Russia’s anti-Western
influence operation

Katarzyna Chawryto

On 4 September, while explaining its latest sanctions against Russia over that country's at-
tempts to disrupt the upcoming US presidential election, the US Department of Justice ex-
posed the organisational patterns behind Russian influence operations in the West. The actions
it uncovered had been ongoing since 2022, targeting the United States and its allies, including
European countries such as France, Germany, and Poland, as previously reported by local or-
ganisations tracking Russian information threats and by European institutions. Due to the
methods used, the operation has been dubbed ‘Doppelganger’.

According to the materials collected by investigators, Russia has operated in the information
sphere in a comprehensive manner: the Kremlin has coordinated and financed activities involv-
ing a variety of tools and actors - Russian or Russian-linked - with strictly defined objectives,
rules of procedure, and performance evaluation. These efforts have primarily sought to under-
mine support for Ukraine, promote Russia-friendly policies, and stoke internal tensions within
Western countries.

...investigative journalist groups, and researchers. Some examples include the money
laundering operation involving the US-based social media company TENET Media, the
Russian troll farm Social Design Agency (SDA), and a large-scale, automated fake news blog
network...
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Media start-up from Benny Johnson, Tim Pool,
and Dave Rubin was secret Russian influence
campaign, indictment alleges

Famous pro-Trump commentators may have been unwittingly duped.
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campaign supported far-right parties in the European Parliament
elections — and planted disinformation across social media
platforms to undermine Ukraine.

Leaked internal documents from a Kremlin-controlled
propaganda center reveal how a well-coordinated Russian

Martin Laine (Delfi Estonia),
Anastasiia Morozova (VSquare,

FRONTSTORY.PL) n Listen to this article voiced by Al

...organized from Moscow by the American vatnik, John Mark Dougan.

What the EU lacks is cooperation between countries and organizations, as well as a strong

enough response to the nations orchestrating these operations.
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As is tradition, the EU regulates, but regulation is always too slow to respond to the rapid

pace of online operations. To effectively counter them, the West must develop a rapid
response strategy. One such strategy is utilizing social media movements such as NAFO.
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The alarming conclusion is that the EU is consistently one step behind, struggling to
recognize that the information war against Russia and its allies is an ongoing conflict—and at
the moment, we are losing it badly.
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Russian propaganda celebrates German
far right

Sergei Satanovskii
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In Russia media, tators and pundits wel the far-right gains in Germany's regional elections.
They see it as supporting its interests in Ukraine, undermining German d y and helping d
propaganda.

i

For Putin, the rise of the far right in Germany is a welcome propaganda tool

The situation in the US is even worse. Aside from recent Department of Justice indictments
against TENET Media and the Doppelganger project, the US is quickly heading toward a
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reality where disinformation becomes a core political strategy,...
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...and foreign influence operations are largely ignored. Strong signals of this shift are coming
from the Heritage Foundation’s Project 2025, which is said to be a "blueprint for a Trump
presidency” should he win the 2024 election:
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In today's #vatniksoup, I'll introduce an American
conservative think tank, The Heritage Foundation
(@Heritage). Heritage is best-known for opposing military
aid to Ukraine and for their political initiative called
Project 2025, a potential blueprint for a Trump presidency.
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Heritage Foundation President Kevin Roberts with former president Donald Trump on a private plane in April 2022. (@btained by The Washington

Post)
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The project proposes defunding the Cybersecurity and Infrastructure Security Agency

(CISA), one of the key organizations combatting foreign influence and disinformation.
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Elon Musk's acquisition of Twitter has worsened this problem, and one large Russian

operation even concluded that X is currently the only social media platform where you can
conduct large-scale disinformation operations effectively.
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Elon Musk does not grasp EU fears
about disinformation on X, official says

EU commissioner Vera Jourova says tech firms must hire
staff versed in legal and historical context of free speech in
Europe

Europe live - latest updates

0 Vera Jourovd said the spread of disinformation had intensified in the runup to the EU elections.
Photograph: Geert Vanden Wijngaert/AP

Elon himself has spread propaganda memes produced by these troll farms. The Center for
Countering Digital Hate has stated that Musk's fake posts on US elections have been seen

over 1,2 billion times.

So, the future is looking pretty grim right now.
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Elon Musk mocks Zelenskyy
over calls for aid

Ukrainians hit back at SpaceX chief over “Vein Popping Guy’ meme.

[© SHARE

OCTOBER 2, 2023 1:04 PM CET

BY VERONIKA MELKOZEROVA


https://pbs.twimg.com/media/GZw5YMeXQAYSQLQ.jpg
https://pbs.twimg.com/media/GZw5YMeXQAYSQLQ.jpg

—

+  Post

2 BoaMusk @ B Follow

X
]
NU protocol 061023
Q When it's been 5 minutes and you
Q
B8

haven't asked for a billion dollars in aid:

Diana Panchenko taks into account. In the dashboard. Teach her to mark messages in reports. Contact
Alexey Kleshchev,

Mask meme made by Sofia. Fake.
The topic of disabled people should be transferred to the regional level, this is in Kostusev's reed.

Kostusev: The death of 50 people may be fake. They activated the narrative that the Russian
Federation is destroying civilians. (Groza village)

Make a fake. According to the answers of the social service to the disabled person! “Be thankful that you are
alive. We didn't send you there

However, there have been some positive signs and interesting developments. Through
transparency, Western intelligence agencies and think tanks like the Institute for the Study

of War have exposed several kinetic operations planned against Ukraine and the West.
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Russia-Ukraine: US warns of 'false-flag'
operation

14 January 2022 Share =  Save +

There are fears in Ukraine that Russia is planning an invasion

Russia is plotting to stage acts of provocation to create a pretext to invade Ukraine, a
US official has said.

Now, we need to apply the same level of transparency to Russia’s propagandists and their
online operations. Doing so would greatly reduce their effectiveness against Western

democracies.

Instead of always reacting and debunking, we need to start prebunking.
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My book, titled Vatnik Soup: The Ultimate Guide to Russian Disinformation, has been
published. You can order it here:
https://kleart.dk/webshop/p/vatnik-soup

Or on Amazon:

https://www.amazon.com/Vatnik-Soup-Ultimate-Russian-Disinformation/dp/8792750400
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